Protection of Personal Information

Guidelines for South African Law Firms

Law Society of South Africa 2013

Image source: Thinkstock

R
w

Drafted for the
Law Society of South Africa
by Mark Heyink

© Mark Heyink 2013




Protection of Personal Information
for South African Law Firms

LSSA Guidelines

VERSION 3.0

MARK HEYINK

Attorney, Notary & Conveyancer
Specialising in Information Law




Protection of Personal Information Guideline 2013

[0 T =X, o ] N 4
0o o1V T 1| 4
[0 3 o =T e P 5
B IO 144 o Yo LW T 4 e Y T 5
(61 - o] =] 7 2P 8
2. Definitions and ABDreVIiatioNS ......ccecieiieiieiieiieiieireiieireiteireitetrettatrattessassassasssssassassessassassassassassassnssansnns 8
[D1<] T4 T0) o LT 8
PN o] oY LSSV =1 [0 1 L3 9

(61 F-T o1 =1 20 J P ORPRPOUPRRPPPPRRS: | ¢

3. PURPOSE, Application AND EXCLUSION.........ccevuuuiiiiiiiiimmmnnnsiiiiiiiiinesmesssiiisiiimesssssssessiimerssssssssssssnne 10
U001 10
A o] o] [ or= o o VO 10
Yol [0 1] oY PR 11
(@4 7o) =] o SNt 12
4. Conditions for Lawful Processing of Personal Information............ccceuueiiiieiiiiiincciniiecccnreecerreennens 12
(0o T o [ d oY g T Ya Ve B X g T o Tol o1 1= F PSPPSR 12
Development of Privacy (Protection of Personal Information) Law ........ccceeccueeeciieeiieecciiee e 12
ApProach t0 the CONITIONS .....ccocuiiie ittt e e e et e e e e e bt e e e s ebaeeeeebteeesssteeeesstaeesessanaesnns 12
Conditions for Lawful Processing of Personal Information..........ccceeciiiiieciie e 13
CONAItioN 1.....uceeeirriiinnsnunnnsssrsrrrsssunnsssssssssssssussssssssssssssussssssssssrssssssssssssssssssssusssssssssssssssnsssssssssssesssnssssss 13
ACCOUNTADIIITY «...eeeeeeeeeeeeeeeeeeeeeeiieeeeetieesstieeessseaesesesessssessassessssasssssssasssssssnsssssssnsssssssnsssnssnnsssnssnnssnnsnnn 13
Responsible Party to Ensure Conditions for Lawful ProCessing .........ceevcuveeiiiiiiiiiiiiies s e e 13
CONAItiON 2.....uueeiiriinnrsnunnsssrsirrsssunssssssssssssssusssssssssssssssussssssssssrssssssssssssssssssssasssssssssssssssnsssssssssssessssssssns 15
ProCesSing lIMITALION ............ceeeeneeeeeeeeeeeeieeerreiieeeseeiaseesseeeesssensessssessessssmssessssnsssssssnsssssssnssssssnnsssssnnnns 15
LaWTUINESS OFf PrOCESSING .. eiiiiiiiie ittt e et ee e e e e et e e et a e e e s sataeeeeatreeeeaataeeeesssaeeesansaaeesnnssaeesnnssaeens 15
Y 1Y L0 - | 11 25U 15
Consent, Justification and OBJECLION.......cocuiii et e e e ere e e e et e e e e e e e e e e abae e e eennes 16
Collection directly from data SUBJECE .....ccocuiiiiiee e e 16
CONAition 3......cceeereiirnnmmunnnsssrsrirsssunssssssssssssssunsssssssssrssssussssssssssresssssssssssssssssssasssssssssssssssssssssssssssesssnssssas 17
PUIPOSE SPECIfICOULION...........ceeeeeeeeeeeeeeeeeeieeeerreieteesreiesesssennesssenssessssnssessssmsssssssnsssssssnsssssssnssssssnnssnsssnnnns 17
(0fo] 1 [Tt To] TN {o = T o =T ol 1 Toll U] o o To 1Y YRR 17
Data Subject Aware of the Purpose and Collection of Information...........ccceccvieriiiiiiiiccies e, 18
LT T=Y aha oY g T o B =Yoo e LRSS 18
CONAItiON 4.euuueesairiirinrnunnsssssssirisssunnsssssssssssssusssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssssnssssss 19
Further processing lMItAtioN ...............eeeeenireeeeniiiieieiiirieiiiiereeieiisreeeesesseenssisssenssessssnssesssensssssssnssssssnnses 19
CONAItiON 5...covvvuusesiisnssssiisssssssssusssssssssssssssusssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssssnsssssssssss 19
INFOrMALION QUAIIEY .......eeeneeeeeeeeieeeeeeieeieeereeiteeseeiicesseeneessseessesssenssesssenssasssenssesssnnsssssnnssssnsnnssasssnnnes 19
(O TUF: ] ViV o] i T0Y (o] ¢ s g T- 1 4 [o] o HR PR 19
CONAIION B...cvvvvnusasiisnsssiisusssssssusssssssssssssssusssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssssnsssssssssss 20
OPCNINESS c.uvvrerurerueruirsesrsssrssrusssesssssrsssssssssesstssssssssssssrsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssns 20
NOtification t0 data SUDJECL.......oeiieiiie e e e e e sata e e e esaaaeeeerasbeeesaasrnees 20
CONAITION 7..ueviivnnsassisnsssssssssssssssusssssssssssssssussssssssssssssssssssssnssssssssssssssssssssssssssssssssssssssnsssssssssssssssnsssssssssss 21
SECUILY SAFEQUAITS .......ceneeeeeeeeeeeeeeeiiieiieiieeiieettiiiestteasiesttnassesasnsssesssnsssesssnsssesssnsssssssnsssssssnsssssasnssanns 21
Security measures on integrity of personal information ..........cccceiieii i 21
Information processed by operator or person acting under authority of a responsible party.........c............ 21

PROTECTION OF PERSONAL INFORMATION GUIDELINE 2013 V3.0 130930 1



Protection of Personal Information Guideline 2013

Notification Of SECUTitY COMPIOMISES ..uvviiiiiiiiie ettt e e s e e s sba e e e ssabaeeessasseeesansraees 21
CONAILION 8.....uueeeirririnrsunsssssssssrisssusssssssssssssssnsssssssssssossssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssssnnssssss 22
Data subJect PArtiCiPALION ............ceeeeueeeeeeenierreeeiesrreeeeerreeeeesreneessseneesssenssesssenssssssenssssssensssssssnssssssnnses 22
Access to Personal iNfOrMAtioN........ciii i e e s e e s s bte e e e ssteeessnraeeesans 22
Correction of Personal INfOrmation .........ociiii i e e e e e e e ere e e e e eare e e e eenrees 22
Y YV Y= o 7 Yolol Ty SR 22
00 T ] = N 23
5. PROCESSING OF SPECIAL PERSONAL INFORMATION ....cccoiiuiituiieniienciecincresieesisesinsssnsssnssenssenssanssnnes 23
Ta] oo [ ¥t e o VUSSR 23
Prohibition on Processing of Special Personal INnformation ... 23
LCT=T =T | I ANU o1 714 o ISP 23

*The emphasis has been added by the author. It should be noted that in certain instances exemptions are
provided where information is contained in public records. This is not the case with the general
authorisation concerning special personal information and the principle applies only in those cases where
the data subject has deliberately made information public. The authorisation provision does not apply in
those cases where personal information is part of a public record. In these instances and the data subject

may not have deliberately made the information PUDBIC. ............cccoecveiiieiiiiiieiee e 24
Yo LYol ol YU Lo g Yo Y TY- 1 4 o] o VNPT 24
Processing of Personal Information of Children..........ooiiiiiiciiie e 24

CRAPLEE B....ceeiieeeiieeiciteiertecereeeereaeeerensetenseetenssessnssessnssessnssessnssessnsssssnssessnnsessnnsessnnsesses 20

6. SUPERVISION — INFORMATION REGULATOR.....cccciitemenciriennneirreneneesrenssessrenssesssenssssssensssssennssssennnns 26
g Y oY [W ot T o FS USSR 26
LU (o AU =P PP PP PP PPPPPPPPPPPPPPPPPRt 27
Powers, Duties and FUNCtions of the REGUIATON ..........cccuiiiii i e e aaee s 27
(61 - o] =] by Nt 28
7. DIRECT MARKETING BY MEANS OF UNSOLICITED ELECTRONIC COMMUNICATION.......cccceteerenrannanns 28
T el oo [ 5ot o] o VUSSP 28
Direct Marketing by Means of Unsolicited Electronic Communications ..........ccceeccveeeeiiiieeeeccieeeccciieee e 28
D= ot oo = 29
AutomMated DECISION-IMAKING.......ccviiiiiiiee e e st e e e s bte e e s s bteeeesbteeesssteaeesastaeessassneeesnns 29
(61T =] o - JS Nt 30
8. TRANS-BORDER INFORMATION FLOWS.....ccieiieiieiieireieetenteetostactossactossacsossassassassassassassassassassassassanss 30
Adequacy and Safe Harbour AGIrEeEMENTES .......cei i ittt e e e e ete e e e seatr e e s sateee e ssaraeessnraeeesans 30
DLVl FoYoTa = oY le] il ad 4 V7 YoV A I 1V SRR 30
Transfers of Personal Information Outside the RepUDBIiC...........oooeiiiiiciiiie e 31
(@1 7o) =] X TR RN 32
9. THE ROLE OF THE INFORMATION OFFICER IN MODERN BUSINESS ......cccccueeeiirireeemnnnncerereeeeennnnnnnnnes 32
Tal oY g e =Y uToT ol O i { Tol=Y SOOI 32
Designation and DElEGAtION .......c.ciiuiiiiiiiiii ettt ettt sttt e bt e st e s be e et e e sba e e sabeeseareee s 33
D = 33
Qualifications for INfOrmMation OffiCEN ........uuii ittt et e e e bre e e e eba e e e e ares 34
(@1 7o) =T o 0 OO 35
10. PRIOR AUTHORISATION .....ccuuiiieiecirreneneerrennnesreennsssseensssssesnsssssesnsssssennsssssennsssssennssssnennsssssenssssssennnns 35
Processing Subject to Prior AUthOriSatioN.........cociiiiiiiee e e e e e e e e e e 35

PROTECTION OF PERSONAL INFORMATION GUIDELINE 2013 V3.0 130930 2



Protection of Personal Information Guideline 2013

NOLIFICAtION 10 REGUIATON . .iii i e e et e e s te e e e s baeeesaasaeeesansbeeesansreees 35
(@4 T o] =] e e NS 36
11. CODES OF CONDUCGT ....ceitttremmuesssisssnnenessssssssssssnmssssssssssssssnmssssssssssssssssssssssssssssssssssssssssssssssssssssasssssss 36
T el d oo [5x4 o] o VUSSP 36
The ReguIator's OBlIZatioN ......uiii it et e e st e e s raba e e e santaeee s nsaeeeennnseeessnsaeeen 36
(@11 - o] =] e 7 2 NS 38
12, ENFORCEIMENT ...cccuutiiiiiiiirennnnssisiiinieesssssssssssimmssssssssssssssmmssssssssssssssssssssssssssssssssssssssssssssssssssssasssssss 38
T el d oo [FT o1 4 o] o VUSSP 38
Interference with the Protection of Personal Information of Data Subject........cccccceveviiiiiiiicieec e, 38
Pre-investigation and Settlement of CoOmMPIaint.........ooicciiiiicciiie e e e e aaeee s 39
TN IS = T A o] T o VA SY=T={ U] 11 o OSSP 39
FA =1 41T o L £ TP PP TOPPTPPPP 39
T} {o] o g =Y To T o T N Lo ol TSRS 39
Parties to be Informed of Result 0f ASSESSMENT ........ciiiiiiiiiiiiiie e e e e s areee s 40
S0 {o] o= 0 g 1T Y f o) 0 a1 =TSRSS 40
g {o T o= o g 1T O VLo ] A ol PRSPPI 40
L@ L | I Y=Y 0 Y=Y [T PR 40
(61 T =] o NS 42
13. OFFENCES, PENALTIES AND ADMINISTRATIVE FINES. ......c.cctttuuiiiiiiiiiinnnnnnnsssssiinimemssssssssssnimsessssssssses 42
T oY ¥ 4 o] o PRSPPI 42
A MINISTrAtIVE FINES .. neiiiii ittt et e et e e e sttt e e e s beeeeesbteeessaseeeeesasteeesenteeessasseaessnsseeesanns 42
(@1 T =] o I Nt 43
14. GENERAL PROVISIONS .....cociutiiuiiiuiiiniieniioiiaiiancrniiesiiessississisistsiseestesstasstsssssssssssssssssssasssnsssnssssssans 43
INEFOTUCTION ..ttt ettt e et e e s bt e e bt e e s ate e s bt e e sabeesabaesasbeesabaeenabeessbaessbeesabeesnseeas 43
TranSItioNal ATTaNEEMENTS ...couiiiiiieeeiee ettt ettt e st e s bt e e sabe e sbeeesabeesabeesbbeesabaeesabeesabeesnsseesabeeenssens 43
(61 - T =] e TN 44
15. THE PROMOTION OF ACCESS TO INFORMATION ACT 2000.......cccccittuiieniransiacrancesiiessisscrscsnssssssssssens 44
INEFOTUCTION ..ttt ettt e et e e s bt e e bt e e s b be e s bt e e sabeesabaesasbeesabaeesabeessbaeesbeesabeesseeas 44
AMENAMENTS TO PAIA ...ttt e e s st e e s sttt e e s s beaeessabtaeessabtaeessantaeessnbaeessastaeessansaeessans 44
(01 - T =] o TN 45
ST =T =T =T T o= 45
South African Law Reform Commission Report to the Minister of Justice and Constitutional Development45
The INAEX 10 the MEPOIE: it e e e e e e e e er e e e e e e eeesanstaaeeeeaeeesansssaeeeeaeeesannsrrenees 45
“Information and Telecommunications Law” published by Lexis NeXis. .....ccccccvveeiiiiieeiiiiiee e eveee e 48
Information SeCUrity COMMISSIONEIS .......viiiiiiiiieceitee et e e e e e e et e e e eeata e e e esaaeeeesstaeeesassaeeeennsreeesanssneens 48
Privacy Law United States Of AMEIICaA.......uii ittt e ettt e et e e e e ta e e e e e are e e eeasaeeeeeanbeeaeansraeans 48
Important DevelopmMeENts iN 2012 ......ccoiciiiiiiiiieeeecieee e e e e e e e e e ste e e e erataeeeesataeeeeassaeeeesssseesesnsreeesasrnees 48

PROTECTION OF PERSONAL INFORMATION GUIDELINE 2013 V3.0 130930 3



Protection of Personal Information Guideline 2013

Foreword

Please read this foreword carefully.

This guideline has been compiled for the Law Society of South Africa primarily as a tool to assist attorneys
in familiarising themselves with their obligations to lawfully process personal information in terms of the
Protection of Personal Information Bill (“POPI”).

This guideline is not intended and must not be construed as establishing any legal obligation. Neither is the
guideline intended, nor must it be construed, as providing legal advice. Each practice is different and will
have to apply the principles which have been developed to protect personal information as may be
appropriate and in accordance with the nature of the information and the purpose for which the personal
information may be processed.

After a lengthy period of debate and work in the Parliamentary Portfolio Committee of Justice and

Constitutional Development the Bill was unanimously adopted by the National Assembly on the
11th September 2012 in the second reading debate. The Bill was then passed to the National Council of
Provinces, where further submissions were heard and certain minor amendments to the Bill were made as
a result. Unfortunately this caused an almost one year delay and the Bill was finally passed by the House of
Assemblies on the 13" August 2013.

At the time of writing, the Bill is being translated into Afrikaans, on completion of which it will be presented
to the President for signature.

This Guideline should be read in conjunction with the [Guideline on Information Security for South African|
Law Firms. This provides guidance to attorneys in managing and securing information which is
fundamental to the lawful processing of personal information.

Copyright
Copyright in this material vests in Mark Heyink. The material may be used by the Law Society of South
Africa under a licence granted by Mark Heyink.
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Chapter 1

1.

11

1.2

1.3

14

1.5

INTRODUCTION

The right of privacy is enshrined in the South African Constitution which expressly states that everyone
has the right to privacy'. The proposed legislation contained in POPI is aimed at facilitating the
protection of this important right.

The question of why privacy is important has been addressed in many varying ways. Alan Grayling, one
of the foremost contemporary philosophers in the United Kingdom, makes the following observations:

“No human rights convention is complete without an article that defends privacy, for the excellent
reason that privacy is an indispensible adjunct of the minimum that individuals require for a chance
to build good lives. One aspect of its importance is that it gives people a measure of control over the
front they offer to others, and the amount of information that others have about them, concerning
matters that are personal, intimate, eccentric or constitutive of the individual’s inner life. . .

But the foremost reason for privacy is that it is crucial for personal autonomy and psychological
wellbeing. Even lovers require a degree of privacy from each other, for the lack of a reserve selfhood
is almost the same as not having a self at all.”

Grayling’s observations highlight the human rights background on which privacy is based.

Justice Michael Kirby, a renowned Australian judge, who was appointed the chairperson of the OECD
Committee which investigated issues of privacy and provided a set of principles for the processing of
personal information stated:

“There are two visions for the future here. One defends individual privacy, the other gives up ...
Resolving these debates presents one of the greatest questions before humanity in this century ...
What is at stake is nothing less than the future of the human condition.”

The dangers of invading a person’s privacy and the abuse of personal information has been recognised
in countries around the world, many of which have established legislation to address the abuses which
are recognised. In Europe the European Union countries, which base their privacy law on a human
rights foundation, have developed relatively mature legislation and regulation governing the processing
of personal information. The Organisation for Economic Cooperation and Development (OECD) (upon
which many privacy or protection of personal information regimes internationally are based) have
developed principles more from a commercial perspective. Importantly the principles developed with
these different backgrounds are largely consistent and overlap with one another.

The South African Law Reform Commission has thoroughly investigated the development of privacy law
globally and chosen to recommend to Parliament a bill based largely on the principles recognised in the
European Union and those of the OECD. Thus the principles reflect already established information
security regimes and are in harmony with the protection of personal information initiatives globally.

' Section 14 of the Constitution of the Republic of South Africa 1996
2 Chapter 14 Privacy — Liberty in the Age of Terror (A.C. Grayling)
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1.6 POPI has been long in gestation. The Parliamentary Portfolio Committee of the Department of Justice
and Constitutional Development appointed a sub-committee to deal with the issues and approach
recommended by the SALRC, which in many respects were novel to South Africa. To the great credit of
the representatives of the parties, party politics were to a large degree set aside in crafting the
legislation and true to its purpose of protecting the right of privacy, including the right of protection of
personal information cognizant of constitutional values, in harmony with developing international
standards, and balancing the legislation against other legislative and constitutional rights, in particular
the right of access to information.

1.7 Not least of the achievements of the drafters is the establishment of an independent regulatory body,
in line with jurisdictions which have proved most successful in governance of the protection of personal
information, which includes amongst its powers, duties and functions:

® Education, including the promotion of understanding and acceptance of the Conditions of Lawful
Processing of Personal Information;

Monitoring and enforcement of compliance through the powers vested in it by the legislation;
Consultation with interested parties on a national and international basis;

The handling and investigation of complaints;

Conduct of research and reporting to Parliament on international developments;

Addressing the protection of personal information;

The establishment and development of codes of conduct;

Facilitation of cross-border cooperation with other jurisdictions; and

(OO ROIOCOMONONO)

Generally establishing and nurturing a culture which protects personal information in South Africa.

1.8 Among the issues which influenced, and to a degree delayed, the finalisation of POPI were recent
important international developments in both Europe and the United States of America. In the former,
the European Union, building on the principles established in the European Union Privacy Directive in
1995 and emphasising the importance now attributed to privacy throughout Europe, published a
directive and a draft regulation which would strengthen the regulatory frameworks for the protection
of data within the European Union.

1.9 President Barack Obama tabled as a federal law before Congress the “Consumer Data Privacy in a
Networked World : A Framework for Protecting Privacy and Promoting Innovation in a Global Digital
Economy”. This Bill is supplemented by a report of the Federal Trade Commission entitled “Protecting
Consumer Privacy in an Era of Rapid Change : Recommendations for Businesses and Policy Makers” in
which a call is made for Congress to consider enacting base-line privacy legislation and undertaking that
the FTC will work with Congress and other stakeholders to craft such legislation.

1.10 Privacy to a large degree, save for specific sectoral legislation, has been governed at a State level within
the United States of America but it is recognised that this is no longer tenable and a far more consistent
and harmonised approach, in line with international developments, has to be adopted. The importance
placed on privacy in this regard is reflected in the following statements made by President Obama in
addressing Congress and the American people:

“Never has privacy been more important than today, the age of the Internet, the world wide web and
smart phones. In the last decade, the Internet has enabled a renewal of direct political engagement
by citizens around the globe and an explosion of commerce and innovation creating jobs of the

PROTECTION OF PERSONAL INFORMATION GUIDELINE 2013 V3.0 130930 6



Protection of Personal Information Guideline 2013

future. Much of this innovation is enabled by novel uses of personal information. So, it is incumbent
on us to do what we have done throughout history: Apply our timeless privacy values to the new
technologies and circumstances of our times. . . .

One thing should be clear, even though we live in a world in which we share personal information
more freely than in the past, we must reject the conclusion that privacy is an outmoded value. It has
been at the heart of our democracy from its inception, and we need it now more than ever.”

1.11 It is against this background that the profession should gauge its role in the creation of a culture which
endorses and enhances our constitutional values and the attorneys’ obligation to assist citizens in
enforcing their rights.

1.12 Attorneys, by the nature of their practices, typically process vast amounts of personal information.
Along with their professional duties of client confidentiality and the more limited but critically
important attorney and client privilege requirements, the importance of properly protecting personal
information entrusted to attorneys cannot be underestimated.

PROTECTION OF PERSONAL INFORMATION GUIDELINE 2013 V3.0 130930 7
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Chapter 2

2. DEFINITIONS AND ABBREVIATIONS

The aim of this chapter is to assist the reader’s understanding of:

® Some of the definitions used POPI and in this guideline;

@® Abbreviations used in this Guideline.

Definitions

2.1 The definitions are provided to assist the reader of this Guideline and are not the detailed provisions
provided in POPIl. Where necessary, regard should be had to the full definition as set out in Section 1 of
POPI.

®

©® 00 o

®

“Act” means the Protection of Personal Information Act. At the time of writing the Act remains in
Bill form, not having been assented to by the State President. However, it has been passed by the
House of Assembly, is currently being translated into Afrikaans, and will be presented to the
President for signature in the near future;

“Conditions” means the Conditions of Lawful Processing stipulated in Chapter 3 of the Act, unless
the context indicates a contrary meaning;

“Constitution” means the Constitution of the Republic of South Africa 1996;
“data subject” means the person to whom personal information relates;
“GAISP” means Generally Accepted Information Security Practices;

“Operator” means a person who processes personal information for a responsible party in terms of
a contract or mandate, without coming under the direct authority of that party;

“personal information” means information relating to a person and includes all information about
that person, including their characteristics and identifying information and correspondence that are
implicitly or explicitly of a private or confidential nature. (The definition provided in POPI is wide
and requires careful consideration.)

“principles” means information protection principles articulated in Privacy Guidelines, from which
the Act has been developed, including without limitation, the European Union Directive (1995) and
the OECD Privacy Guidelines;

“process” means any operational activity concerning personal information including the collection,
organisation, storage, modification, communication and destruction of information. (The definition
in POPI is wide and is intended to cover all manner of processing.)

“record” means any recorded information in whatever form in possession or under the control of
the responsible party. (The definition provided in POPI is wide. The intention is to include all
personal information retained in any media.)

“Regulator” means the Information Regulator established in terms of the Act;

“Responsible Party” means a person who determines the purpose of and means of processing
personal information (typically, but not always, the collector of information).

[Section 1]
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Abbreviations

®
®
®

®© ® ® ®@®

®©®

“CPA” means the Consumer Protection Act No. 24 of 2009;
“ECTA” means the Electronic Communications and Transactions Act No. 25 of 2002;

“FICA” means the Financial Intelligence Centre Act No. 38 of 2001 as amended by the Financial
Intelligence Centre Amendment Act No. 11 of 2008

“ICT” means information and communications technology;

“NCA” means the National Credit Act NO. 34 of 2005;

“PAIA” means the Promotion of Access to Information Act No. 2 of 2000;
“the Act” means the Protection of Personal Information Act;

“PPC” means the Parliamentary Portfolio Committee of the Department of Justice and
Constitutional Development;

“RICA” means the Regulation of interception of Communications Act No. 70 of 2002;
“SAHRC” means the South African Human Rights Commission;

“SALRC” means the South African Law Reform Commission.
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Chapter 3

3. PURPOSE, APPLICATION AND EXCLUSION

The aim of this chapter is to assist the reader’s understanding of:

@® The application and interpretation of the Act;
® To what personal information the Act applies; and

® What processing of personal information is excluded from the application of the
Act.

Purpose
3.1 The purpose of the Act is to:

® give effect to the constitutional right of privacy, in particular the safeguarding of personal
information subject to justify limitations aimed at balancing the right of privacy against other rights,
particularly that of access to information protecting the free flow of information;

regulate the processing of personal information in harmony with international standards;

prescribe minimum requirements for the lawful processing of personal information;

© ®@®

provide rights and remedies to protect against abuses of personal information; and

@® establish a Regulator to promote, enforce and fulfil the rights protected by the Act.

3.2 the Act also addresses the use of personal information in direct marketing by way of unsolicited
electronic communication, the restrictions on trans-border information flows and protects the personal
information of children. These are all burning issues in our information age which are being dealt with
in jurisdictions across the globe.

[Section 2]
Application

3.3 Chapter 2 of the Act applies to processing of personal information in any form by a responsible party
(the person who alone or in conjunction with others, determines the purpose of and means for
processing personal information) who or which is domiciled in South Africa or if not domiciled in South
Africa, makes use of automated or non-automated means, unless the processing relates only to the
forwarding of personal information.

3.4 Personal information which is processed by non-automated means (eg. paper and text, photographs, x-
rays etc.) fall under the ambit of the Act only if they form part of a filing system or are intended to be
part of a filing system.

3.5 the Act applies to both public and private bodies.

[Section 3]
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Exclusions

3.6 the Act will not apply to the processing of personal information:

@® for purely personal or household activity;
@ that has been de-identified;
@® processed by or on behalf of a public body for the purposes of:
o safeguarding national security
o theinvestigation and prosecution of criminal matters
o processed by the cabinet and its committees or the executive council of a province; or
o relating to the judicial functions of a court.

3.7 The exclusions are subject to the proviso that adequate safeguards are established in legislation
involving national security and lawful activities that properly protect personal information.

3.8 Itis important to note that the exclusions referred to relating to processing by or on behalf of a public
body for the purposes of National security and investigation of crime are only granted to the State if
adequate safeguards have been established in the legislation permitting the processing of such
information.

3.9 [Sections 6]the Act further provides that the Act does not apply to:

@® the processing of personal information for the purposes of journalistic, literary or artistic expression
in defined circumstances;

@® the exclusion for journalistic purposes requires the journalist to be subject to a code of ethics and
provides adequate safeguards for the protection of personal information.

[Section 7]

3.10 The Regulator may grant exemptions to compliance with the Conditions for the Lawful Processing of
Personal Information.
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Chapter 4

4.

CONDITIONS FOR LAWFUL PROCESSING OF PERSONAL INFORMATION

The aim of this chapter is to assist the reader:

® In addressing the lawful processing of personal information; and

@® In understanding the 8 conditions which govern the processing of personal
information.

Conditions and Principles

4.1

While globally reference to the Conditions referred to in this Guideline are referred to as Principles, in
its deliberations, the PPC has required an amendment to Chapter 3 to refer to the Principles as
Conditions. Thus, once enacted, Chapter 3 will deal with the “Conditions for Lawful Processing of
Personal Information”. For the purposes of consistency this Guideline refers to Conditions when dealing
with POPI and Principles when dealing with the Council of Europe, European Union Directive and the
OECD Guidelines.

Development of Privacy (Protection of Personal Information) Law

4.2

4.3

4.4

The conditions contained in Chapter 3 of the Act derive from the evolution of principles, particularly
those developed by the Council of Europe (“CoE”) and published in the “Convention for the Protection
of Individuals”, the European Union directives enacted to support the Convention, as well as the
guidelines on the “Protection of Privacy and Trans-border Flows of Personal Data” developed by the
Organisation of Economic Co-operation and Development (“OECD Guidelines”).

While deriving from differing philosophies the guidelines provided by the CoE and OECD both cover the
protection of personal information and supplement one another. The approaches of the CoE and OECD
differed, but it is remarkable how closely the principles developed by these two bodies, using vastly
different approaches, overlap. However, one of the fundamental differences in approach adopted by
the European Union and followed in the recommendations made by the SALRC has been its
requirement for the establishment of an agency to promote, monitor and enforce the protection of
personal information. This agency is referred to as the Regulator in the Act.

The SALRC has recommended to Parliament Protection of Personal Information principles which are
derived from both the European Union and the OECD models.

Approach to the Conditions

4.5

It is important to understand that the Conditions do not stand in isolation. They constitute a
constellation of Conditions which interact with one another, sometimes overlapping and sometimes
complementing and supplementing one another, which need to be applied holistically.

PROTECTION OF PERSONAL INFORMATION GUIDELINE 2013 V3.0 130930
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Conditions for Lawful Processing of Personal Information

Condition 1

Accountability
Responsible Party to Ensure Conditions for Lawful Processing

“The responsible party must ensure that the conditions set out in this Chapter and all measures that give
effect to the conditions are complied with...”

[Section 8]

4.6 the Act mandates that a responsible party, being a public or private body or any other person, who
alone or in conjunction with others, determines the purpose of the means of processing personal
information, must ensure that the conditions set out in Chapter 3 of the Act and all the measures that
give effect to the conditions are complied with.

4.7 The clear implication of Accountability is that the responsible party remains responsible for the
processing of information regardless of it having passed that personal information to a third party
(defined as an “Operator”), to process the personal information.

4.8 To enable any responsible person to exercise the control over personal information required by this
Condition two critical control measures need to be established and maintained:

@® the personal information being processed by a responsible party needs to be identified; and

@® the Responsible Party must identify and appoint a person (or persons) charged with the
safeguarding of personal information.

4.9 With regard to the latter of the two control measures, the Act provides for the appointment of an
Information Officer. In the case of a public body an Information Officer means a person contemplated
in Section 1 alternatively Section 17 of PAIA and in the case of a private body, the head of a private
body as contemplated in Section 1 of PAIA. In these instances the duties of the Information Officer may
be delegated by the head of the public body or private body.

[Sections 1 and 55]

4.10 The duties and responsibilities of an Information Officer are defined in general terms in the Act.

[Sections 55 and 56]

4.11 There is a strong overlap between the role of the Information Officer contemplated in the Act and the
role of the person responsible for access to information in terms of PAIA. It is suggested that unless
there are compelling reasons for a separation of this duty that responsible parties appoint the same
person to fulfil both these roles. In many instances these roles may also fruitfully include the duties of
an information security officer, being the person responsible for the day to day adherence, monitoring
and enforcement of policies, procedures and standards established by an entity in implementing
information security management systems. In this regard the reader is referred to the LSSA Guideline :
Information Security for South Africa Law Firms.

4.12 It must be stressed that while vast bodies of our information are in electronic form and that those
people responsible for information technology play an important role in providing the tools to manage
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and safeguard information, the protection of information and the provision of access to information are
business issues. The responsibility for the protection and provision of access to information vests
directly with executive controlling bodies, boards and senior executive management. Information is a
business issue and should not be delegated or abdicated to people responsible for information
technology if they are neither the owners of information nor able to assess the importance of the
information.

4.13 Attorneys should note the general responsibility in terms of the Companies Act that directors of a board
must perform the functions assigned to them in good faith and for proper purpose, in the best interests
of the company and with a degree of care, skill and diligence that may reasonably be expected of a
person carrying out those functions.? In addition the director or person carrying out the function must
take reasonably diligent steps to become informed of what is necessary to fulfil the function. With
specific regard to personal information the provisions of King Ill need to be heeded. While there is a
general duty on any company to protect its business information properly, King Il expressly places the
responsibility for ICT governance with the board and management of a company. It stipulates that a
board should operate with ICT governance in mind and ensure that ICT is a board agenda item.’
Included in ICT governance is an obligation to ensure appropriate information management,
information security, and information privacy. King Il recognises these as essential in ensuring
governance of information by organisations that are required to establish appropriate ICT governance
measures.

4.14 In light of the above paragraph attorneys when acting in their capacity as a responsible party should
designate a person/s and properly empower the designated person or persons to manage and
safeguard its information, including personal information for which it is responsible and third party
information which it may process as an operator on behalf of a third party.

4.15 Thus, on the basis of generally accepted information management security principles, a responsible
party should designate and properly empower the designated person or persons to manage and
safeguard its information, including its personal information or personal information in its custody. In
order to safeguard this information it is critical that an organisation establishes an appropriate
information security management system. This must provide for the establishment of an organisational
infrastructure, the identification of the organisation’s information assets, a risk management
methodology defining how the risk relating to an organisation’s information assets is to be determined,
the development of appropriate policies, processes and standards governing the use of information
within the organisation, and mechanisms for the continuous and ongoing review of the organisation’s
information management and security. Readers are referred to the LSSA Guideline Information Security
for South African Law Firms.

4.16 Only if this is properly and effectively done will responsible parties and the information officers
appointed by responsible parties be able to fulfil their statutory duties and responsibilities and ensure
compliance with the information protection principles that are at the heart of the protection of
personal information.

4.17 For responsible parties who have already established an information security management system the
wisdom of incorporating the function of information officers within the information security
management framework is obvious. However, the specific obligations that are required to be complied

% Section 76(3) of the Companies Act No. 71 of 2008
* Section 111 of the Code of Governance Principles for South Africa 2009
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with in terms of the Act should be carefully reviewed and the responsible party must be satisfied that
its current structures and management processes accommodate these obligations.

4.18 In those instances where information officers have been appointed by responsible parties to fulfil
obligations in terms of the PAIA, responsible parties should review the functional duties of the
information officer to ensure that they are properly aligned with the requirements of the Act. As a
matter of experience, in reviewing several organizations’ responses to information security and their
obligations in terms of PAIA, a striking feature has been that the information security officer or
information officer is very often a person ill-qualified for the position.

Condition 2

Processing limitation
Lawfulness of processing
“Personal information must be processed —
(a) lawfully; and
(b) in a reasonable manner that does not infringe the privacy of the data subject.”

[Section 9]

4.19 The Processing Limitation condition embraces and underlines the other Conditions of personal
information protection. The element of “lawfulness” is fairly straight forward and the responsible party
cannot act unlawfully in its collection or processing of personal information.

4.20 The second element of “reasonableness” is perhaps not as straight forward. The notion of fairness
incorporates the requirements of balance and proportionality. Responsible parties must therefore take
into account the interests and reasonable expectations of data subjects as well as all of the provisions
which are incorporated in these conditions. In most instances the foundation for this determination will
be the “Purpose Specification” contained in Condition 3, which in turn will inform the data subject’s
expectation.

Minimality

“Personal information may only be processed if, given the purpose for which it is processed, it is adequate,

relevant and not excessive.”

[Section 10]

4.21 This condition is closely linked to the purpose for which information may be processed. It is intended to
ensure that only personal information which is appropriate for the purpose it is being collected, is
collected. It should also be noted that it also relates to the nature of the processing which is being
contemplated. In those circumstances where a data subject’s consent to processing is obtained, it is
likely to be viewed in a more relaxed light than where the processing of personal information is used
legitimately but without the consent of the data subject.
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Consent, Justification and Objection

4.22

4.23

4.24

4.25

4.26

4.27

[Section 11]

Consent is an important element in the mechanics of processing personal information but it is not the
sole element.

[Section 11(1)(a)]

the Act defines consent as meaning “any voluntary, specific and informed expression of will in terms of
which a data subject agrees to the processing of personal information relating to him or her.”” It is also
submitted that although the word “unambiguous” is not used in the wording of the Act that the
consent must be unambiguous.

All of the normal principles relating to voluntary consent would also apply. The consent must be
voluntary and must not amount to a submission. Thus principles which govern unilateral consent in our
law would apply equally in the interpretation of consent in this context.

It is worth noting that there is no provision which requires that the consent of the data subject needs to
be in writing. In the circumstances if a data subject is offered an opportunity to object to the use of
personal information and fails to do so, consent may be inferred from this omission. It is also important
to note that consent relating to the use of personal information is revocable by the data subject at any
time.

Processing is lawful and justifiable if it is carried out in terms of the provisions of paragraphs 11(1)(b) to
(f). Thus it must be stressed that the Act is not “consent” driven. This is clear from the provisions of
Section 11(1)(b) to (f) which provide for the processing of information without the consent of the data
subject but for the specific purposes that include:

@® the processing is necessary in terms of a contract to which the data subject is a party;

processing complies with law;

processing which protects a legitimate interest of a data subject;

processing necessary to fulfil a public law duty; and

®© ® ® O

processing necessary for the legitimate interests of a responsible party or third party to whom
information is supplied.

[Sub-Section 11(1)(b) to ()]

A data subject may object, at any time, on reasonable grounds to the processing of personal
information and if the data subject has objected, the responsible party must immediately stop
processing the data subject’s personal information.

[Sections 11(2) and (3)]

Collection directly from data subject

4.28

Subject to the exceptions set out below the responsible party must collect personal information directly
from a data subject.

5 Section 1 of the Act
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4.29

4.30

4.31

4.32

4.33

Section 12(1

At first blush and without the exceptions which are discussed below, this provision may seem to be very
strict. However, the exceptions are extensive and the impact of this provision is considerably softened
by the application of the exceptions.

The condition is intended to promote the principle that the data subject has knowledge of information
which is being collected by a responsible party. The section should also be read together with the
“Purpose Specification Condition” and in particular Section 13, which requires that steps must be taken
to ensure that the data subject is aware of the purpose of the collection of information by the
responsible party. Thus, even where information is collected from a third party, the data subject should
be made aware of the processing of the information and the purpose for which the information has
been collected. Clearly in certain instances this would not apply but it would be incumbent on the
responsible party to show that it was not possible to collect the information directly from the data
subject and that the responsible party was justified in not making the data subject aware of the
purpose for which the information was collected.

The responsible party is not obliged to collect personal information directly from the data subject if:

@® the information is contained in a public record or has deliberately been made public by the data
subject;

@® the data subject has consented to the collection of the information from another source;

®

the legitimate interests of the data subject are not prejudiced;

@® collection from another source is necessary to avoid the prejudice of the maintenance of law, the
enforcement of law, the collection of revenue by SARS, conduct of court proceedings, the
legitimate interests of national security or the maintenance of legitimate interests of a responsible

party;
® compliance would be prejudicial to a lawful purpose; or

® compliance is not reasonably practicable.

Section 12(2

In certain instances which are established in these exceptions, the collection of personal information
from a data subject would defeat the legitimate purpose of the collection of the information. For
instance the purpose of the collection of information relating to criminal activities or those of national
security would be subverted if the consent of the data subject needed to be obtained.

Condition 3

Purpose specification

This condition entails three separate elements, the collection for a specific purpose, that the data
subject is aware of the purpose of collection and the retention of personal information for no longer
than it may be required.

Collection for a Specific Purpose
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4.34 the Act requires that the information must be collected for a specific, explicitly defined and lawful
purpose which relates to the activity of the responsible party.

[Section 13]

4.35 The purpose of the collection and processing of personal information influences every aspect of the
processing of the information, the manner of its collection, periods of retention, further processing,
disclosure to third parties and any further issues which may apply to the processing of the information.®

4.36 While initial drafts of POPI required notification by Responsible Parties to the Regulator of the
Responsible Parties’ purposes and functions, this requirement has fallen away. It is no longer necessary
to notify the Regulator, save in circumstances where prior authorisation of the Regulator to the
processing of personal information is required.

Data Subject Aware of the Purpose and Collection of Information

4.37 The responsible party must ensure, in collecting the information, that the data subject is aware of the
purpose for which the information is being collected. This enables the data subject to make an
informed decision as to whether the personal information should be made available to the responsible
party. In this regard it is clear that the data subject must be informed before the collection and
processing of the personal information. In considering how the data subject must be made aware of the
purpose of collection regard should also be had to the “Openness” Condition.

[Section 13]

Retention of records

4.38 In terms of the Purpose Specification condition it is also important that records are not retained for any
longer than is necessary for achieving the purpose for which the information was collected or
processed. There are exceptions to the retention requirement which need to be carefully considered in
determining retention periods and when personal information is to be destroyed.

[Section 14]

4.39 Record retention is a subject which does not receive the consideration it deserves in most businesses.
While information was only in paper and text we developed good record retention methodologies
appropriate to the physical nature of the records. However, it is submitted that record retention in
most organisations, which now rely predominantly on electronic information, leaves much to be
desired. Most organisations do not categorise records which are retained or, identify who is responsible
for ensuring that the retained records are appropriately safeguarded. The result is that in most
organisations different versions of the same record may exist, be held by different persons and be
subject to differing security safeguards.

4.40 In the circumstances, in order to comply with the provisions of Section 14, record retention generally
and more specifically retention of records containing personal information, demands careful
consideration.

® “Information and Communications Technology Law” at page 374 (Chapter 8 : Data Protection, Professor A. Roos)
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4.41

4.42

4.43

4.44

Condition 4

Further processing limitation

The further processing of any personal information must be compatible with the purpose for which it
was initially collected.

[Section 15]

By way of example, if a party collects information for the purposes of opening a cheque account, the
information cannot then be further processed to market insurance. This is so even if the responsible
party may provide both facilities.

To assist in determining whether further processing is compatible with the initial purpose of collection,
a responsible party must take account of:

@® the relationship between the purpose for which the information was originally collected and the
intended purpose of any further processing;
the nature of the information concerned;

the consequences of further processing;

®© ® @

the manner in which the information was collected; and

@® contractual rights and obligations between the parties.

The Condition establishes instances where further processing not compatible with the purpose of its
initial collection, is necessitated by overriding public interest, or is allowed by the Regulator.

Condition 5

Information quality

Quality of information

4.45

4.46

The Information Quality condition requires that the responsible party takes reasonably practicable
steps to ensure that information is complete, accurate, not misleading and, where necessary, is
updated.

[Section 16]

In essence this condition requires that appropriate information security measures safeguarding the
integrity of the personal information be employed. This is an information security principle which needs
to be taken into account in considering compliance with the ECTA. Chapter Il of that Act explicitly
requires that the integrity, reliability and accuracy of electronic information be maintained if they are to
enjoy the efficacy that the ECTA bestows on them. The same principles that need to be employed in
protecting the integrity of information and its updating apply equally in this instance. It is also
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interesting to note that in dealing with IT governance King Il requires that information security must be
established and maintained if the obligation to properly govern IT and information is to be discharged.’

Condition 6

Openness

Notification to data subject

4.47 The purpose of this condition is to ensure transparency and fairness in the processing of personal
information.

Section 17

4.48 The provisions of Section 14 (applicable to public bodies) and Section 51 (applicable to private bodies)
of PAIA form part of the Openness Principle in terms of this Condition.

Section 17

4.49 A responsible party is obliged to ensure that the data subject is aware of:

®

© ® ® ® ©®@®

®

the information being collected and if not from a data subject, the source from which it is collected.
The name and address of the responsible party

The purpose of collection

Whether the supply of information by the data subject is voluntary or mandatory

The consequences of failure to provide information

Law authorising or requiring the collection of information

If to be transferred to a third country or international organisation, the level of protection afforded
to the information

Any further relevant information

[Section 18]

4.50 Exceptions to compliance with the Openness condition are provided for. These include consent of the
data subject to non-compliance, processing if the data subject is not identifiable and in certain
instances, public and security interests.

! Principle 5.6 (35) and 5.6 (40) of King IlI

PROTECTION OF PERSONAL INFORMATION GUIDELINE 2013 V3.0 130930 20



Protection of Personal Information Guideline 2013

Condition 7

Security Safeguards
Security measures on integrity of personal information

4.51 The Security Safeguards condition underlines the obligation of the responsible party to ensure that
personal information of a data subject in its possession or under its control is appropriately safeguarded
against loss, destruction or unlawful access.

[Section 19]

4.52 The use of the word “Protection” in the name of the Act immediately identifies the necessity for
ensuring security safeguards for personal information. As has already been stated in this guideline,
information security standards have developed and are now recognised as international standards,
which address the security of information generally and may be applied to address the security of
personal information. These standards (and Generally Accepted Information Security Practices based on
these Standards) assist in determining what security technologies are appropriate, how policies should
be developed and people educated in the policies to achieve the ultimate goal of information security.
This will assist organisations in protecting information (including personal information) against
unauthorised access or alteration and ensuring the availability of accurate information to authorised
persons when it is required. Due to the importance of information security in dealing with the
protection of personal information, the disciplines of information security must be established within
an organisation and the practical measures that need to be taken by the organisation in safeguarding its
information and personal information must receive the appropriate priority and attention. Attorneys
are referred to the LSSA Guideline: Information Security for South African Law Firms.

Information processed by operator or person acting under authority of a responsible party

4.53 Any third party or operator processing personal information for the responsible party must do so only
with the knowledge and express authorisation of the responsible party and must treat the personal
information as confidential.

4.54 In line with the responsible party’s obligations to the data subject, the responsible party always has the
obligation to ensure that an operator processing information on its behalf establishes security
safeguards and that these measures are maintained. The processing of personal information and the
security safeguards required by the responsible party should be governed by written agreements. The
responsible party is also obliged to ensure that an operator not domiciled in the Republic, adheres to
the laws governing the processing of personal information.

[Sections 20 and 21]

Notification of security compromises

4.55 A responsible party must, in instances where personal information has been compromised, notify the
Regulator and the data subject, unless the identity of the data subject cannot be established.

[Section 22]

4.56 The duty to notify a security breach which compromises personal information is relatively novel. First
adopted in California and now adopted in all of the States in the United States of America, as well as
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being the subject of a European Union directive, the principle recognises that the data subject is best
able to protect personal information owned by the data subject.

Condition 8

Data subject participation

Access to personal information

4.57

4.58

4.59

This provision (which is similar to the Request provisions of PAIA) confers on a data subject the right to
request a responsible party to confirm, free of charge, whether the responsible party holds personal
information about the data subject.

Further, the data subject may request the responsible party to provide it with a description of the
personal information held by it or by a third party within a reasonable time. Any fees charged for
providing the data subject with the information required shall not be excessive. The responsible party
should also advise the data subject that the personal information may be corrected against request.

[Section 23]

As these provisions allow for the access to personal information they should be aligned with
mechanisms within an organisation dealing with requests for information in terms of PAIA. The
Condition expressly provides that Sections 18 and 53 of PAIA apply to requests made in terms of
Sections 22 and 23 of the Act.

Correction of Personal Information

4.60

4.61

This provision deals specifically with the right of a data subject to request a correction or deletion of
personal data. The provisions of the Act place a duty on the responsible party to investigate the request
and to respond thereto. In those circumstances where the responsible party believes that the
information is accurate and no agreement between the data subject and the responsible party can be
reached to amend the information, the responsible party is obliged to link the personal information in
dispute, in such a manner that it will always be read, with an indication that the correction of the
personal information has been requested by the data subject but has not been made.

In cases where changes have been made which may impact on decisions taken using personal
information the Act imposes a duty on the responsible party to advise, if reasonably practical, any third
parties to whom the information may have been disclosed.

[Section 24]

Manner of Access

4.62

The provisions of sections 18 and 53 of PAIA apply to requests made in terms of Section 34 of the Act.
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Chapter 5

5. PROCESSING OF SPECIAL PERSONAL INFORMATION

The aim of this Chapter is to assist the reader’s understanding of:

@® The prohibition against the processing of special personal information;

® The circumstances in which the processing of special personal information is
authorised;

® The specific criteria for authorisation of different categories of special personal
information; and

@® The processing of personal information of children.

Introduction

5.1 It should be noted that the provisions dealt with in this chapter relate to Parts B and C of Chapter 3 of
the Act, which deals with Conditions for Lawful Processing of Personal Information. The Conditions in
Part A (dealt with in chapter 4 of this Guideline) also apply to the processing of special personal
information.

Prohibition on Processing of Special Personal Information

5.2 Special personal information is information that relates to the religious or philosophical beliefs, race or
ethnic origin, trade union membership, political persuasion, health or sex life or biometric information
of a data subject.

5.3 Special personal information also includes criminal behaviour relating to alleged commissions of
offences or any proceeding dealing with alleged offences.

5.4 Unless a general authorisation, alternatively a specific authorisation relating to the different types of
special personal information applies, a responsible party is prohibited from processing special personal
information.

[Section 26]

General Authorisation

5.5 The prohibition on the processing of special personal information does not apply if:

@® consent of the data subject has been obtained;
processing is necessary for the establishment, exercise or defence of a right or obligation in law;
processing is necessary to enable compliance with an obligation of International Public Law;

processing is for historical, statistical or research purposes, subject to stipulated safeguards;

®© ® ®@®

the data subject has deliberately* made the information public; or

® where specific authorisation has been obtained in terms of the Act.
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*The emphasis has been added by the author. It should be noted that in certain instances
exemptions are provided where information is contained in public records. This is not the case
with the general authorisation concerning special personal information and the principle applies
only in those cases where the data subject has deliberately made information public. The
authorisation provision does not apply in those cases where personal information is part of a
public record. In these instances and the data subject may not have deliberately made the
information public.

[Section 27]
Specific Authorisation

5.6 The Act provides separate sections for the authorisation of processing of special personal information.
These differ and regard should be had to the specific section governing the authorisation required for
processing special personal information.

[Sections 28 to 33]

Processing of Personal Information of Children

5.7 The protection of personal information of children is an issue which is taxing law makers and regulators
globally. In certain jurisdictions specific law has been drafted governing the processing of personal
information of children. For instance in the United States of America the Children’s’ Online Privacy
Protection Act (“COPPA”) protects the personal information of individuals under the age of 13 by
mandating compliance with certain conditions that have to be fulfilled before the processing of that
personal information can be effected.

5.8 The protection of children under the age of 13 has, following the provisions of COPPA, found favour in
many jurisdictions but debates rage as to whether the threshold is too low. In certain jurisdictions
distinctions between the process of a child’s information (under 13) and a young adult’s information
(between the ages of 13 and 18) are engaging attention of child right activists and law makers.

5.9 It should be noted that the Act has adopted the United Nations definition of a “child”, being a natural
person under the age of 18 years, who is not legally competent.

5.10 In essence there is a general prohibition against the processing of personal information concerning a
child subject to appropriate authorisation.

5.11 Attention is drawn to the use of “competent person”. Competent person is defined as “any person who
is legally competent to consent to any action or decision being taken in respect of any matter
concerning a child. Importantly a parent or legal guardian may not always be a competent person,
although in the vast majority of instances a parent or legal guardian will be a competent person, whose
consent must be obtained. There are exceptions in our law where the consent of a parent or guardian
might be replaced by the consent of another party. By way of example a female, regardless of age, may
request an abortion, and the consent of a parent or legal guardian is not required. In this instance the
competent party is the medical practitioner.

[Sections 34]

5.12 The authorisation required for the processing of personal information may come by way of:
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@® the prior consent of a competent person (being a person legally competent to consent to an action
or decision by a child);

@® information deliberately made public by the child with the consent of a competent person; or
@® in the other circumstances in which general authorisation concerning special information may

apply.

5.13 It must be recognised that in certain circumstances legislation will render a child “competent”. Likewise,
there are instances in our law which allow a child to open a banking account at the age of 16. The
processing of a child’s personal information for this purpose would be regarded as being authorised by
virtue of legislation conferring the right on the child.

5.14 The Regulator may also, conditional upon the establishment of appropriate safeguards for the
processing of a child’s personal information, authorise such processing.

[Sections 35]
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Chapter 6

6.

SUPERVISION - INFORMATION REGULATOR

The aim of this Chapter is to assist the reader’s understanding of:

@® The establishment of the Information Regulator;
The legal nature and status of the Information Regulator;

The powers, duties and functions of the Regulator; and

©@ ® e

The Regulator’s powers to exempt the processing of personal information from
conditions governing the processing of personal information.

Introduction

6.1

6.2

6.3

6.4

6.5

6.6

The countries which have succeeded best in introducing protection of personal information legislation
(also known as “Data Control”, “Privacy” and “Consumer Privacy” legislation) are the countries which
have appointed Information Regulators (or Information Commissioners, as they are also known).

It must immediately be recognised that the Regulator acts independently of government or a political
party, is accountable to the National Assembly and is required to be impartial and perform its functions
and exercise its powers without fear, favour or prejudice.

The independent status of the Regulator is similar to and should be seen in the light of “State
Institutions Supporting Constitutional Democracy” established in terms of Chapter 9 of the
Constitution.

It must also be recognised that the monitoring and enforcement of compliance by the Regulator is only
one of the many facets of its overall responsibility. The protection of personal information is a novel
jurisprudence in South Africa and because of the pervasiveness of information and the continuously
and very rapidly changing landscape relating to the processing of personal information, the regulation
of the protection of personal information will require a flexible approach. However, it is also important
that legal certainty is established wherever possible. The Regulator should assist in providing the
flexibility required and establishing the legal certainty that we desire.

In comparing the role of the Regulator in providing a body of law governing the protection of personal
information, the Regulator’s powers may be seen in similar light to those of the Commissioner of Inland
Revenue. Our tax laws and their implementation are in a constant state of flux and often have to be
interpreted to provide practicality and certainty. The Commissioner of Inland Revenue is empowered
and provides rulings which create a framework of relative certainty, critical to our economic well being.
Hopefully, the Regulator will, as technologies and applications of technologies develop, also be able to
act against abuses and provide guidance as to the appropriate processing of personal information.

The Regulator will need to address novel issues with due regard to legal principles, and where possible,
evaluate the functional equivalence that established legal principles would bear to these novel
circumstances.
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Structure

6.7

6.8

6.9

The Regulator will consist of a chairperson and four other persons as ordinary members of the
Regulator. The members of the Regulator will need to be fit and proper persons and have appropriate
qualification, expertise and experience to fulfil their role. The chairperson will be appointed in a fulltime
capacity, as will at least two of the ordinary members, and possibly more. The members of the
Regulator will be appointed by the President on the recommendation of the National Assembly.

The Act provides for the appointment of a chief executive officer, management and staff appropriate
for the work to be performed by the Regulator.

Sections 41

The Act also provides for the establishment of an Enforcement Committee, comprising at least one
member of the Regulator and other members appointed by the Regulator. The Enforcement Committee
will be chaired by an active or retired judge of the High Court of South Africa, or a magistrate, advocate
or attorney with at least 10 years’ appropriate experience.

[Sections 50]

Powers, Duties and Functions of the Regulator

6.10 The Regulator’s powers, duties and functions are to:

@® provide education, including the promotion of understanding and acceptance of the Conditions of
Lawful Processing of Personal Information;

monitor and enforce compliance through the powers vested in it by the legislation;
consult with interested parties on a national and international basis;

handle and investigate complaints;

conduct research and report to Parliament on international developments;

assist in the establishment and development of codes of conduct;

facilitate cross-border cooperation in the enforcement of privacy laws with other jurisdictions; and

OMONONOMOMONO;

generally do everything necessary to fulfil these duties, and foster a culture which protects personal
information in South Africa.

[Sections 40]

6.11 The Regulator’s powers in terms of the Promotion of Access to Information Act (“PAIA”) are dealt with

in the Schedule to the Act. The Schedule details amendments to PAIA, and in particular introduces
Chapter 1A, which deals with how the Regulator will deal with complaints in terms of PAIA. These
changes are dealt with in greater detail in Chapter 15 of this Guideline.

PROTECTION OF PERSONAL INFORMATION GUIDELINE 2013 V3.0 130930




Protection of Personal Information Guideline 2013

Chapter 7

7. DIRECT MARKETING BY MEANS OF UNSOLICITED ELECTRONIC COMMUNICATION

The aim of this chapter is to assist the reader’s understanding of the rights of data
subjects regarding:

@® Direct marketing by means of unsolicited electronic communications;

@® Directories; and

® Automated decision-making.

Introduction

7.1 Direct marketing has existed for a long time. However, the advent of electronic communication and its
refinement into social networking platforms has led to enormous abuses of personal information. This
includes the use of personal information to perpetuate frauds, often prevalent in electronic banking,
credit card transactions and other commercially-related fraudulent activity.

7.2 One of the abuses of personal information is that data subjects are flooded with unsolicited electronic
communications (SPAM), which for the most part is entirely unwelcome and provided from sources
with which data subjects want no interaction. In many jurisdictions this has led to anti-spam legislation.
The issue was not initially within the remit of the SALRC but, due to public demand and the recognition
of the magnitude of the problem, the SALRC, and in turn the PPC, have been required to deal with this
issue.

7.3 It should be noted that direct marketers in certain circles appear to be basing an argument that they
are entitled to continue direct marketing by electronic means without complying with Section 69 of the
Act, by virtue of the provisions of Section 11(1)(f), which provides that personal information may only
be processed if processing is necessary for pursuing the legitimate interests of the Responsible Party or
of a third party to whom information is supplied. While it is beyond the scope of this Guideline to deal
with all of the legal issues, this is a weak attempt to negate the clear intention of the legislature to
prohibit direct marketing by electronic means, unless it meets the criteria established in Section 69.

Direct Marketing by Means of Unsolicited Electronic Communications

7.4 The general principle reflected in Section 69 is that if the data subject does not consent to the
processing of his, her or its personal information for the purposes of direct marketing, the Responsible
Party will not be allowed to use the data subject’s personal information for this purpose. The
Responsible Party is allowed to approach a data subject (by whatever means) in order to request the
consent of the data subject. The Responsible Party cannot approach the data subject for consent on
more than one occasion.

7.5 The data subject must be given a reasonable opportunity to object to the processing of his, her or its
personal information when the information is collected, and on any occasion that the information is
used for the purpose of marketing if the data subject has not already refused to allow use of the
information for this purpose.
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7.6 Should the data subject object, any further processing of the information for this purpose is a breach of

the provisions of Section 69.
[Sections 69]

Directories

7.7 The data subject must be informed, free of charge, before the data subject’s personal information is
included in a directory, about the purpose of the directory and any further uses to which the directory
may possibly be put.

7.8 A data subject must be given a reasonable opportunity to object free of charge, and obtain

confirmation that the Responsible Party has withdrawal the data subject’s personal information from
the directory.

[Sections 70]

Automated Decision-Making

7.9

In many instances people have become subject to decisions which are made by computers. As a result
there are cases where the results of the decision may be influenced by incorrect data, incomplete data
or simply by circumstances which are not taken into account in programming the basis on which the
computer may make an automated decision. In the circumstances the provisions relating to automated
decision-making confer on the data subject the right to be provided with an opportunity to make
representations about a decision and require information pertaining to the underlying logic on which
the processing of the information occurred, to enable the data subject to make representations to the
Responsible Party.

[Sections 71]

PROTECTION OF PERSONAL INFORMATION GUIDELINE 2013 V3.0 130930




Protection of Personal Information Guideline 2013

Chapter 8

8. TRANS-BORDER INFORMATION FLOWS

The aim of this Chapter is to assist the reader’s understanding of:

® Why trans-border flows need to be regulated;
@® Practical issues of trans-border flows of information; and

® Compliance with the provisions of Chapter 9.

Adequacy and Safe Harbour Agreements

8.1 Information knows no borders and in an effort to protect the personal information of data subjects
within the European Union, the European Union’s 1995 Privacy Directive provides that member states
should prohibit the transfer of personal information to countries that do not have adequate law to
protect the information. This has motivated many countries (including South Africa) to enact laws that
meet the adequacy requirements of the European Union, particularly where they are trading partners
of European Union countries.

8.2 One of the non-negotiable components of adequacy is that the laws of that country, in turn, prohibit
trans-border flows of information, subject to appropriate safeguards. The purpose of this protection is
obvious as it would not serve to protect information from European Union countries if processors of
information in that country could transfer the information to another country which does not offer
adequate protection.

8.3 This created considerable difficulty for many European Union countries who engaged in trade with the
United States of America, led to the development of Safe Harbour accords between the USA and
European countries and Safe Harbour Agreements being concluded between data controllers in the
European Union who transferred information to persons within the USA to process the information.

Development of Privacy Law

8.4 The global importance of privacy law and the protection of personal information is highlighted by the
development of legislation in many countries across the globe to deal with this issue and provide
adequate protection for the processing of personal information.

8.5 Today in excess of 50 countries around the world have privacy legislation and there are many more
which are in the process of developing and enacting privacy legislation. In Africa six countries have
already enacted privacy legislation and the African Union has met for the specific purpose of
establishing a framework for the further development of privacy legislation on the continent.

8.6 As already indicated in this Guideline, the USA, where up to now the privacy of consumer information
has typically been protected at State level, has earlier this year seen the tabling of federal legislation by
President Barack Obama to address consumer privacy.
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Transfers of Personal Information Outside the Republic

8.7 A Responsible Party in the Republic may not transfer personal information about a data subject to a
third party who is in a foreign country unless adequate levels of protection are provided by:

@® the law of the country;
@® binding corporate rules of the Operator to which information is provided;

@® a binding agreement between the Responsible Party in the Republic and the Operator in the foreign
country;

@® the law, corporate rules or binding agreement must effectively uphold the principles of reasonable
processing, similar to the Conditions of Lawful Processing in Chapter 3 of the Act.

8.8 There are other justifications for the transfer of trans-border information flows which include the
consent of the data subject. These should be considered in any event in determining how the
information is to be processed, if it is to be processed in a foreign country. The development of cloud
computing, which in many cases will allow for the processing of information outside of the borders of
the Republic, is subject to this provision. Any agreements which relate to cloud computing need to be
carefully examined to ensure that the provisions governing trans-border information flows are not
contravened.

Sections 72
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Chapter 9

9.

THE ROLE OF THE INFORMATION OFFICER IN MODERN BUSINESS

The aim of this Chapter is to assist the reader’s understanding of:

@® The role of the Information Officer within an organisation;

@® The duties and responsibilities of an Information Officer in terms of both POPI and
PAIA; and

@® Considerations for the appointment of an Information Officer.

Information Officer

9.1

9.2

9.3

As the information age progresses, the necessity of developing the functions of governing, managing
and securing information has become ever more important. Designations within organisations of
“Information Security Officer” and “Information Officer” have become increasingly prevalent. It is
important to recognise that these are not information technology functions. They relate to a business’s
information as opposed to the mechanisms used to process the information. While the information
technology function has a very important role in ensuring that appropriate technologies are used and
are configured to provide adequate safeguards to the information processed, it is a business
responsibility to ensure that the information is properly managed and protected according to
classifications and security safeguards determined by business.

Increasingly we are seeing legislation require that the responsibility for an organisation’s information is
specifically designated. PAIA and the Act both expressly provide for the appointment of an information
officer (in the case of PAIA the head of a private body is assigned this role and if the private body is a
juristic person, the chief executive officer may designate the role to a duly authorised officer of the
juristic person)®. There are several other legislative instruments that also define issues relating to the
management and security of information without necessarily designating an information officer. Also,
in terms of Generally Accepted Information Security Practice, the appointment of an information officer
for the purpose of monitoring the establishment and maintenance of information security on a day to
day basis is recommended. This will in certain circumstances be a responsibility to be discharged by a
person as part of other responsibilities, while in other circumstances it may be a fulltime role.

The predominance of law firms within South Africa are relatively small. In these circumstances the role
of the Information Officer will probably be exercised by a partner and would form part of the
administrative functions often performed by partners in the conduct of the business of their practice. In
terms of both PAIA and POPI the Information Officer would be:

@® In the case of a sole practitioner, the sole practitioner or any person duly authorised by the sole
practitioner;

@ In the case of a partnership, any partner of the partnership or any person duly authorised by the
partnership;

8 Definition of “Head” in Section 1 of PAIA
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@® In the case of an incorporated practice, the chief executive officer or a person duly authorised by
the chief executive officer;

@® In the case of a public body, for instance, the Law Society, the chief executive officer or the person
acting as such.

Designation and Delegation

9.4 Provision is made in PAIA for the appointment of deputy information officers as well and this is
followed in POPI.

Duties

9.5 Private bodies (which includes all attorneys firms) must designate the responsibilities of an Information
Officer (or deputy information officers where appropriate) to perform the duties required in the Act.
Similarly the duties to deal with requests for access to information in the case of private bodies must be
discharged by the Information Officer (failing the delegation of these duties to a specific Information
Officer, these duties have to be discharged by the person who is required to do so in terms of PAIA and
POPI.

[Sections 1 (Definition of “Head”) and 17 of PAIA]

9.6 the Act provides that an Information Officer’s responsibilities include:

® encouragement of compliance with the Conditions for the Lawful Processing of Personal
Information;

@® dealing with requests pursuant to this Act;

®

interaction with the Regulator; and
@® otherwise ensuring compliance with the provisions of the Act.

[Sections 55 and 56]

9.7 There are numerous areas that require action by duly appointed information officers and PAIA should
be read with specific reference to the rights and obligations of parties in terms of PAIA in determining
the duties of the Information Officer.

9.8 However, one of the primary functions of the Information Officer is the receipt, processing and
determining whether access to information held by the private body should be granted.

9.9 The mechanisms for requests for access to information should be established in a manual where the
private body has established a manual. Where this is not the case it is suggested that information
officers familiarise themselves with the provisions of Sections 51 to 61 of PAIA to ensure that requests
for access to information are properly processed and that the necessary documentation for this
purpose is established.

9.10 Assuming that a request for access to information has been properly made, the person adjudicating the
request (it is suggested that this is the Information Officer who should be assisted by persons within the
organisation who provide information relating to whether the request should be granted) be fully
aware of the provisions of Chapter 4 of PAIA dealing with the grounds for refusal of access to records. It
should also be noted in the context of POPI that there are mandatory protections of the privacy,
commercial information, confidential information, information relating to the safety of individuals and
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9.11

protection of property. Of specific import to attorneys is the mandatory protection of “privileged”
information.

It must also be borne in mind that both in the case of public and private bodies there is an obligation to
assist the requestor in the proper processing of the request. This will include, without limitation,
assistance in the completion of any forms, the acknowledgement of receipt of the request, the
clarification of requests and where necessary, the transfer of requests to an appropriate public body
which may be in possession of the records requested.

Qualifications for Information Officer

9.12

9.13

No formal qualifications are required for an Information Officer but anybody who holds this position by
way of legislation or who is delegated the responsibilities of an Information Officer must familiarise
themselves with the provisions of PAIA and POPI if they are to fulfil their duties properly. It is also
recommended that in view of the importance of security of personal information and the fact that the
grant of access to information to a third party is in itself an element of information security, that an
Information Officer must become aware of the information security that is appropriate in respect of the
information processed by the firm. This is not a function that can be delegated or outsourced to a third
party, although the assistance of third parties may be useful. It should be a core competency of any
modern organisation. It is far better that the person delegated to this position is familiar with and
understands the value of information processed by the organisation, what information security would
be appropriate with regard to the information, than to appoint a person who is unfamiliar or does not
appreciate the value of the information within a particular organisation. It is also easier to learn about
the disciplines of information security that need to be applied within an organisation than to provide an
Information Officer with the necessary background and experience of a firm or its workings within a
profession.

It is suggested that with larger organisations persons who are appointed as Information Officers should
be provided with proper training in information security (this is not purely technological) and their
obligations in terms of various elements of legislation in South Africa.
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Chapter 10

10. PRIOR AUTHORISATION

The aim of this Chapter is to assist the reader’s understanding of:

® When prior authorisation for the processing of personal information is necessary;
and

@® Notification to the Regulator.

Processing Subject to Prior Authorisation
10.1 Prior authorisation is necessary where the Responsible Party plans to process information:

@® which contains any unique identifiers of data subjects for a purpose other than the one specifically
intended at collection and with the aim of linking the information being processed with information
processed by Responsible Parties;

@® in respect of criminal, unlawful or objectionable conduct;
@® for the purpose of credit reporting;

@® that is defined as special personal information or is the information of a child which is being
transferred to a foreign country that does not provide an adequate level of protection in its law.

10.2 The Regulator may require prior authorisation if the processing carries a risk to the legitimate interests
of the data subject.

10.3 Prior authorisation is not necessary where a code of conduct governing the processing of the personal
information has been issued and come into force.

10.4 The authorisation only has to be obtained once for a particular category of processing but if the manner
of processing changes then a further application to the Regulator for authorisation will be necessary.

[Section 57]
Notification to Regulator

10.5 the Act provides for the circumstances and manner in which notification must be made to the
Regulator, time periods applicable and consequences of non-compliant processing.

10.6 The failure to notify processing subject to prior authorisation is an offence.

[Sections 58 and 59]

PROTECTION OF PERSONAL INFORMATION GUIDELINE 2013 V3.0 130930 35



Protection of Personal Information Guideline 2013

Chapter 11

11. CODES OF CONDUCT

The aim of this Chapter is to assist the reader’s understanding of:

@® The purpose of codes of conduct; and

@® The Regulator’s obligations and responsibilities in this regard.

Introduction

11.1 The processing of information is diverse and extends across many different sectors of our commercial
world. There may be varying considerations governing the processing of personal information in
different sectors which require sharper definition than is possible in framework legislation of the nature
of the Act. For this reason provision is made for the establishment of codes of conduct which will
govern the processing of personal information within defined sectors.

11.2 The codes of conduct will not mean that a particular sector may enjoy a more relaxed regime relating to
the processing of personal information. the Act expressly provides that a code must incorporate all of
the Conditions for the Lawful Processing of Personal Information or obligations that are a functional
equivalent of those conditions. The intention is merely to give Responsible Parties operating in specific
sectors governed by codes of conduct, clearer guidance on how they may process personal information.

The Regulator’s Obligation

11.3 The Regulator may of its own accord but in consultation with stakeholders issue a code of conduct.
Alternatively, the far more likely scenario is that the Regulator will, on the application of a body
representative of an industry, profession, or vocation assist in the development and issue of a code of
conduct.

[Section 60]

11.4 Codes of conduct may prescribe procedures for dealing with complaints, provided that they do not
restrict the Regulator’s powers of enforcement provided for in the Act.

11.5 Aslong as they meet the requirements of the Regulator, codes may set out procedures dealing with and
governing the addressing of complaints to an adjudicator appointed by the particular industry,
profession or vocation. A Responsible Party aggrieved by the determination by an adjudicator may
submit the complaint to the Regulator but the adjudicator’s determination continues to have effect
unless and until the Regulator determines otherwise.

11.6 The Regulator has the power to revoke codes of conduct.

11.7 The Regulator may develop and provide written guidelines relating to the establishment of codes of
conduct and must work with members of the relevant sector in doing so. The Regulator may review the
operation of an approved code of conduct.
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11.8 A code of conduct will become effective after the prescribed period of notification in the Government
Gazette and bind the applicable industry, profession or vocation.

[Section 62]

11.9 Failure to comply with the code of conduct is deemed to be a breach of the Conditions of Lawful
Processing of Personal Information and is subject to the enforcement provisions of the Act.
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Chapter 12

12. ENFORCEMENT

The aim of this Chapter is to assist the reader’s understanding of:

@® The approach to enforcement of a data subject’s rights;
@® The steps to be followed in dealing with a complaint made to the Regulator; and

@® The Regulator’s rights of enforcement.

Introduction

12.1 Chapter 10 of the Act, dealing with “Enforcement”, reflects the intention of creating both a “light
touch” enforcement where essentially the Regulator is required to mediate complaints relating to
wrongful or unlawful processing of personal information, allied to the Regulator’s powers to investigate
complaints, assist data subjects in the enforcement of their rights, and where necessary, impose
administrative fines.

12.2 This approach is based on approaches taken in jurisdictions that have appointed Information
Commissioners or Regulators. As these regulators have matured in other jurisdictions, they have called
for and in many cases received, additional powers and the authority to impose heavier sanctions.

12.3 It is also hoped that the provisions assist data subjects in enforcing their rights, which often simply do
not warrant delays and the expense of going to court. The common experience of denial of access to
information in terms of PAIA, which are in many instances transparently wrongful and unjustified,
motivated the provision of powers to the Regulator to enforce, in particular, the Conditions Governing
the Lawful Processing of Personal Information and a data subjects right of access to information in
terms of PAIA.

12.4 This Guideline is intended to provide information as to the provisions in the Act but attorneys are urged
to gain a full understanding of the operation of the enforcement provisions in Chapter 10 and to
monitor the requirements of the Regulator relating to enforcement. These provisions, read with a clear
understanding of the Conditions for the Lawful Processing of Personal Information contained in Chapter
3, are critical to an attorney providing advice to and assisting clients in the protection or prosecution of
their rights.

Interference with the Protection of Personal Information of Data Subject

12.5 The Chapter commences with defining what constitutes interference with the protection of personal
information which includes a breach of any of the conditions for the lawful processing of personal
information, non-compliance with various sections of the Act, including among others, failure to notify
a security compromise, direct marketing by electronic communication in contravention of the
provisions governing direct marketing, and transfers of personal information outside of the Republic in
breach of the provisions governing those transfers. It also includes breaches of codes of conduct which
may be established for a particular industry or professional vocation.

[Section 73]
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12.6 The manner of submitting a complaint, the actions of the Regulator on receipt of the complaint, and the
Regulator’s decision as to what action is appropriate are established. After considering and
investigating the complaint (where it is felt necessary), the Regulator must advise a data subject
submitting the complaint as to the action that it may or may not take regarding the complaint. The
Regulator may also, if it considers another regulatory body more competent or appropriate to deal with
the complaint, to refer the complaint to that body.

[Sections 74 to 78]

Pre-investigation and Settlement of Complaint

12.7 Before proceeding with an investigation the Regulator must notify the data subjects to whom the
complaint may relate and the Responsible Party of the details of the complaint and the subject matter
of the investigation. The Responsible Party must also provide a reasonable period in which to respond
in writing to the complaint.

12.8 Where the Regulator deems it may be possible to secure a settlement or satisfactory assurances against
repetitions of offending actions, the Regulator may attempt to secure such settlement or assurance.

[Sections 79 and 80]

Investigation by Regulator

12.9 the Act provides for the powers enjoyed by the Regulator which will enable proper investigation of
complaints to the Regulator and include the summoning and appearance of persons before the
Regulator to provide oral evidence on the issue and execution of warrants, matters exempt from search
and seizure (including communications between legal advisors and clients) and how objections to
search and seizure may be dealt with.

[Sections 81 to 88]

Assessments

12.10 The Regulator may, on its own initiative or on behalf of a Responsible Party, data subject or any other
person, assess whether the processing of personal information complies with the provisions of the Act.

12.11 The Regulator is obliged to make assessments where it appears appropriate, unless the Regulator is
unable to satisfy itself as to the identity of the person making the request or to identify the action in
guestion. The section also deals with matters which the Regulator must take into account in assessing
the appropriateness of the assessment and where the assessment is made on request, notify the
requestor of the actions taken.

[Section 89]

Information Notice

12.12 The Regulator may either on request, alternatively if the Regulator reasonably requires, serve on a
Responsible Party an information notice requiring the Responsible Party to furnish to the Regulator,
within a specified period, a report indicating that the processing is taking place in compliance with the
provisions of the Act or such information relating to the request for compliance with the Act as may be
specified in the notice.
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12.13 The form of the notice and what information may be requested is specified and is likely to be further
amplified by regulations and prescribed forms which may be developed by the Regulator, once
appointed.

Parties to be Informed of Result of Assessment

12.14 After completion of an assessment the Regulator must inform interested parties and may, where
appropriate, require a Responsible Party to implement the recommendations contained in the report.
The report may, if the Regulator considers it to be in the public interest, be made public and may be
deemed to be an enforcement notice (more fully dealt with later in this chapter).

[Section 91]
Enforcement Committee

12.15 the Act provides for the establishment by the Regulator of an enforcement committee. The purpose of
the enforcement committee is to consider all matters referred to by the Regulator in terms of the Act
and PAIA. After considering submissions made by parties, the enforcement committee must make
findings which are to be reported to interested parties and recommendations to the Regulator relating
to further action which may be taken.

[Sections 92, 93 and 94]

Enforcement Notice

12.16 If the Regulator is satisfied (after considering the recommendations of the enforcement committee)
that a Responsible Party is interfering with the protection of personal information it may serve an
enforcement notice on the Responsible Party.

12.17 The enforcement notice may require the Responsible Party to take specified steps or desist from
actions specified by the Regular within the period stipulated in a notice. Enforcement notices will have
to be in the form provided for in the Act or as may be determined by the Regulator from time to time.

[Sections 95 and 96]

12.18 the Act makes provision for appeals against enforcement notices, which may be made to the High
Court having jurisdiction, for the variation or setting aside of the enforcement notice.

[Section 98]
Civil Remedies

12.19 the Act provides that a data subject or a Regulator on the request of the data subject may institute civil
action against a Responsible Party arising from an interference with protection of personal
information, whether or not there is intent or negligence on the part of the Responsible Party.
Defences that may be raised by a Responsible Party are specified. The manner in which the Regulator
required to deal with the distribution of awards or damages granted where the Regulator institutes
civil actions for damages on behalf of a data subject is also dealt with.

12.20 It is also interesting to note that where civil actions have not been instituted agreements of settlement
may be made orders of court and must be published in the Gazette and by such other public media
announcements as the court considers appropriate. This allows not only for the public becoming aware
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of its rights, but also poses potential reputational risk issues for Responsible Parties who do not comply
with the provisions of the Act.

[Section 99]
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Chapter 13

13. OFFENCES, PENALTIES AND ADMINISTRATIVE FINES

The aim of this Chapter is to assist the reader’s understanding of:

® What penalties may be imposed for offences; and

® The issue of administrative fines.

Introduction

13.1 The Chapter, among others, creates offences such as obstruction of the Regulator, breach of
confidentiality by a person acting under the direction of the Regulator, failure to comply with an
enforcement notice, unlawful acts by Responsible Parties in connection with account numbers of data
subjects and unlawful acts by third parties in connection with account numbers of data subjects.

13.2 More serious offences, which include the hindering, obstruction or unlawfully influencing the
Regulator, failure to comply with an Enforcement Notice, giving false evidence, contravening the Lawful
Conditions for the Processing of Personal Information in so far as they relate to an account number
(being a unique identifier assigned to one data subject or jointly to more than one data subject by
financial institutions) are punishable by a fine (no limit to the fine is stipulated) or to a period of
imprisonment not exceeding 10 years, or both a fine and imprisonment.

13.3 Less serious offences (of a more technical or procedural nature) may be punishable by a fine (no limit
on the fine is stipulated) or imprisonment for a period of 12 months, or both a fine and such
imprisonment may be imposed.

13.4 A magistrate’s court has the jurisdiction to impose the penalties contemplated above.

[Sections 100 to 108]

Administrative Fines

13.5 The Regulator may deliver infringement notices on Responsible Parties who have failed to comply with
the Act, specifying, among other issues, the particulars of the alleged offence and the amount of the
administrative fine payable. The limit of administrative fines which may be imposed by the Regular is
R10 million. Should the infringer not comply with the notice, the Regulator may file with the clerk or
registrar of a competent court, a statement setting forth the amount of the fine and the statement will
thereupon have the effect of a civil judgement lawfully granted in a court in favour of the Regulator for
a liquid debt in the amount specified in the statement.

13.6 Where administrative fines are imposed no prosecution is instituted against the Responsible Party and
the administrative fine does not constitute a previous conviction in terms of the Criminal Procedure
Act.

[Section 109]
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Chapter 14

14. GENERAL PROVISIONS

The aim of this Chapter is to assist the reader’s understanding of:

® The transitional arrangements for the introduction of the Act.

Introduction

14.1 As is usual with most legislation the general provisions allow for the amendment of legislation, fees
which may be prescribed by the Minister or Regulator, establishment of regulations and the procedure
for making regulations.

[Sections 110 to 113]

Transitional Arrangements

14.2 the Act provides that all processing of personal information must conform to the provisions within 1
year after commencement of the Act. Thus, until the expiry of that year, any Responsible Party
processing personal information, even where the processing commenced before the enactment of the
Act, does not fall foul of the provisions governing the lawful processing of personal information during
that year (or such extended period as the Minister may determine).

14.3 Immediately after the expiry of the transitional period (one year or such extended period as the
Minister may determine) all processing of personal information of whatever nature will be subject to
the provisions of the Act.

14.4 The requirement of prior authorisation contemplated in Sections 57 and 58(2) will not apply until the
Regulator determines otherwise by notice in the Gazette.

14.5 The South African Human Rights Commission is also required to attend to the conclusion of its functions
and the transfer of this responsibility to the Regulator in terms of PAIA as soon as reasonably possible
after the amendment of those sections in PAIA required in the Schedule to the Act.

[Section 114]
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Chapter 15

15. THE PROMOTION OF ACCESS TO INFORMATION ACT 2000

The aim of this Chapter is to assist the reader’s understanding of:

@® The transfer of the obligations of the South African Human Rights Commission to
the Regulator; and

® Future regulation in enforcement of PAIA by the Regulator.

Introduction

15.1 It is widely recognised that the South African Human Rights Commission has not fully succeeded in its
role as the regulator of PAIA. Many requests for access to information are improperly and obstructively
dealt with by persons who have information in their possession or under their control.

15.2 The perpetrators of this negation of the constitutional right to access of information rely on the fact
that the sole remedy of the requestor against their malfeasance is to make an application to court,
which in many instances is not warranted due to the delays and costs involved in this process.

15.3 Against this background and the difficulty in obtaining access to information due to this unconscionable
behaviour, the recommendations of the SALRC, that the Regulator be given powers to regulate both the
Act and PAIA have been accepted by the legislature. This is in alignment with many international
jurisdictions where the Regulator has the powers to regulate both privacy and access to information
rights.

Amendments to PAIA

15.4 To a large extent the amendments to PAIA (set out in the Schedule to the Act) are aimed at harmonising
the provisions of the Act and PAIA and affecting consequential changes where it is necessary to do so.

15.5 The most significant amendment is the fact that breaches of PAIA will be dealt with by the Regulator in
terms of enforcement provisions substantially similar to those stipulated in the Act.

15.6 It is hoped that the powers of enforcement granted to the Regulator will prevent the abuses by parties
having information under their control (not exclusively personal information) who obstruct legitimate
access to the information.

15.7 The reader’s attention is drawn to the amendments reflected in Chapter 1A of PAIA and numbered 77A
through to 77K.

15.8 The amendment of Section 78 of PAIA in line with the ruling of our Constitutional Court, extending the
period for appeals from 30 days to 180 days is effected in 19 of Schedule 2 to POPI.

[Schedule 2 of the Act]
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Chapter 16

16. REFERENCES

to information.

The aim of this chapter is to provide the attorney with references to publications
which may assist in dealing with the protection of personal information and access

South African Law Reform Commission Report to the Minister of Justice and Constitutional

Development

16.1 This report documents the research conducted principally by Advocate Ananda Louw the Principal State
Law Advisor, and provides a comprehensive cross-referencing of research undertaken by her. It is an

excellent guide to references which may be required in research issues relating to the report.

16.2 In addition to the materials provided with this guideline readers are referred to the report of the South
African Law Reform Commission (Project 124 Privacy and Data Protection Report 2009). This report may

be accessed at http://www.justice.gov.za/salrc/reports/r prj124 privacy.pdf.
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“Information and Telecommunications Law” published by Lexis Nexis.

16.3 Chapter 8 of this publication deals with data protection. The author of this Chapter, Professor Anneliese
Roos, provides a commentary on POPI as initially proposed by the SALRC which is useful. However, care
needs to be taken in considering this commentary as significant amendments have been made to the
initial version of POPI since the commentary was drafted.

Information Security Commissioners

16.4 There are many websites of Information Security Commissioners which deal with the application of
privacy law in a particular jurisdiction which can provide valuable insight into how privacy issues may be
dealt with. The reader is referred to the web addresses of the following Commissioners or Regulators
which have been established for some time and which provide valuable guidance by way of guidelines
and rulings made by the Commissioners or Regulators.

@® Information Commissioner’s Office England and Wales www.ico.gov.uk

@ Information Commissioner of Canada www.infocom.gc.ca

Australia’s Privacy Commissioner www.privacy.gov.au

Privacy Commissioner New Zealand www.privacy.org.nz

© ®@®

European Commission Justice and Home Affairs: Data Protection www.ec.europa.eu.justice. This
site provides details to enable access to all European Union personal data protection officers.

Privacy Law United States of America

16.5 There are many websites dealing with privacy rights in the USA but one which appears to be more
comprehensive than others is the Privacy Rights Clearing House website which may be found at
www.privacyrights.org.

Important Developments in 2012

16.6 The European Parliament and Council have proposed a directive which is being considered by the
member states. Along with this they have proposed a regulation (which will govern all of the member
states) relating to the protection of individuals with regard to the processing of personal data and on
the free movement of such data. This development sees a strengthening of the stance of the European
Union relating to the protection of personal data from that initially taken in providing the privacy
directive in 1995. These were published by the European Union in early 2012 and can be found at
www.ec.europa.eu/home-affairs/doc_centre/police/docs/com 2012 10_en.pdf.

16.7 In the United States of America President Barack Obama introduced “Consumer Data Privacy in a
Networked World : A Framework for Protecting Privacy and Promoting Innovation in a Global Digital
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Economy” which seeks the enactment of federal law governing the protection of personal information
of America’s citizens. This may be found at www.whitehouse.gov/sites/default/files/privacy-final.pdf.

16.8 The Federal Trade Commission published “Protecting Consumer Privacy in an Era of Rapid Change —
Recommendations for Businesses and Policymakers” which supports the enactment of federal
legislation and pledges the Federal Trade Commission’s support to the consideration of enacting
baseline privacy legislation in the United States of America. This report can be found at
www.ftc.gov/0s/2012/03/120326privacyreport.pdf.

16.9 Daily feeds, which deal with global developments relating to privacy, are accessible through the
International Association of Privacy Practitioners’ website (https://www.privacyassociation.org).
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